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Issue 6: Sharing the Benefits of Technology

Does Your Website
Shut the Door in Our Face?
Founded in 1945, the Association of Blind Citizens of New Zealand Inc (Blind Citizens NZ) is New Zealand's leading blindness consumer organisation and one of the country's largest organisations of disabled consumers. Blind Citizens NZ’s aim is to heighten awareness of the rights of blind and vision impaired people and to remove the barriers that impact upon our ability to live in an accessible, equitable and inclusive society.

In the context of this document, the word “blind” encompasses all those with a vision impairment who can identify with some or all of the issues described below.

Introduction

The World Wide Web (with the use of adaptive technologies ) has opened many doors for blind and vision impaired people, allowing us to access the same information and carry out transactions independently in the same way as our sighted peers. It is particularly empowering to at last live in a world in which we can read our daily news, interact with others, do our shopping, pay our bills, manage our finances, apply for services and do many other things online with full independence.
Understandably, the people who develop and run websites are very concerned about security. The system known as CAPTCHA is often used so a website can be sure it is dealing with a human being and not a computer running some sort of malicious software.

Unfortunately, some forms of CAPTCHA create an impenetrable barrier to blind and vision impaired people. It is as if the website slams the door in our face without warning, because it considers us to not be human.

This statement is directed primarily at web developers, because their clients rely on them to understand the technology and know how to apply it to meet their needs. The focus is particularly on websites that deliver services to the public. Developers must recognise that in most cases their clients are legally obliged to serve all members of the public without discrimination. 
It follows that developers have an obligation on behalf of their clients to know how to correctly apply today's web technology to create websites that serve everyone, including disabled people.
Background Information

CAPTCHA is a process that attempts to determine whether the response received by a server has come from a human (who is obviously using a computer) or from a computer under the control of an automated (and presumably hostile) application. Since in both situations, the response received by the server is in a computerised form, the test involves sending what is referred to as a “challenge” to which only a human could correctly respond. 
The word CAPTCHA is said to be a contrived acronym based on the word “capture”, but standing for “completely automated public Turing test for telling computers and humans apart”. It is often used to protect systems from automated submissions from spammers and fraudsters.

CAPTCHA is most commonly implemented as a visual test whereby letters and/or words are displayed in a distorted manner that a human can be expected to decipher but a computer cannot. Obviously such a test inherently discriminates against blind and vision impaired people.
In fact, if the screen reading software typically used by blind and vision impaired people to read information on the screen could decipher a visual CAPTCHA, that would defeat the very purpose of CAPTCHA. CAPTCHA in its various forms can also discriminate against people with other disabilities.

In many cases, but certainly not in all cases, websites have come to provide a link to an equivalent audio challenge. This involves playing distorted audio to the user who must then enter what they hear. It might be thought that this resolves the issue of discriminating against blind and vision impaired people. But this approach can fail for a number of reasons, including:
1.
The audio may be so distorted and unclear that certain sounds become indistinguishable. For example, in an audio test where letters are spoken in a distorted manner, letters such as B, D P, T and V might be indistinguishable, making the test impossible to pass.

2.
The approach presumes that the user's sound is enabled and is sufficiently clear for the purpose. The reality however is that sounds may be turned off, or the user may be using equipment such as a laptop where the sound is already compromised, rendering the sound unintelligible.

3.
Audio CAPTCHAs are often implemented using a programming technique that involves a player function built into the web page itself, and the coding used to generate the sound can fail depending on the user's equipment configuration. 
In our experience, there are too many instances in which an audio challenge simply does not play, and the user may have no clue as to why.

4.
Finally, and perhaps most important of all, it assumes that if a person cannot see well enough for the visual test, at least he or she can hear. That is not the case for someone who is deafblind or who simply has poor hearing. If a person cannot see or hear and perhaps relies only on a braille display, both visual and audible forms of CAPTCHA are likely to be unusable.

CAPTCHA, by its very nature, is discriminatory. Essentially it attempts to determine that the entity responding to a challenge is a human, but it can only really do this by looking for a certain attribute that only humans have. A disability by its very nature robs a human being of certain attributes. 
If a particular CAPTCHA test relies on a human attribute, such as being able to see or hear, that the user does not have, the user will not be able to get past the CAPTCHA test. A CAPTCHA that the user can't get passed acts like a brick wall that, without warning, stops him or her in their tracks from being able to complete their transaction. Often there is no alternative at the time other than to give up. It is understandable that people can feel angry and highly offended when they find they can't get past a CAPTCHA test which essentially concludes that they are not human, particularly if it happens after working through a long and complicated transaction.

The fact that CAPTCHA discriminates against people with various disabilities means that anyone who uses it in the context of delivering a service to the public is potentially in breach of the Human Rights Act 1993. 
It may come as a surprise to some website owners that the users of your website have rights that create legal obligations on you. The Human Rights Act 1993 makes it illegal to discriminate against people on various grounds, including disability. Once human rights are breached, the legal obligation falls on you as the entity providing the service to show that you cannot reasonably be expected to remedy the situation by making special provision for people with disabilities. 
Thus the obligation falls on you to show that CAPTCHA is in fact justified. Furthermore, it is harder to defend yourself against an allegation that you have breached human rights if you do not give due thought to this issue at the time the decision is made to implement CAPTCHA in any given situation.

New Zealand has ratified The United Nations Convention on the Rights of Persons with Disabilities (UNCRPD). Under the Convention, New Zealand has an obligation to ensure that people with disabilities can access information and communications, including information technologies and systems, on an equal basis with everyone else. As the New Zealand Government acts to meet these obligations, there will be increasing pressure on owners of websites that deliver information and other services to the public to ensure their websites are fully accessible to people with disabilities.
It follows that before implementing CAPTCHA in a given situation, website owners and developers must fully consider whether it is in fact justified. CAPTCHA is very easy to implement. We believe it is used in many situations where it may not be justified, simply because it is easy to implement and the developer can quickly move on to the next task. However a balance must be struck between the interests of the entity running the website and the human rights of people using it. Asking yourself the following questions may help clarify whether CAPTCHA is in fact justified in a given situation:

1.
Have you given reasonable thought to other techniques for detecting malicious submissions? Techniques such as IP address filtering, using hidden fields to trick spam robots, checking for obviously spurious or erroneous data and barring submissions containing URLs are some examples of many common techniques for dramatically reducing the impact of malicious submissions.

2.
What is the likely consequence if CAPTCHA is not used? At one extreme, CAPTCHA might be justified in situations where something highly automated occurs as a result of a form submission. An example might be a Blog in which comments from anonymous users are accepted and automatically published. Publishing anonymous comments without some sort of CAPTCHA test has obvious security concerns. 
At the other extreme however, CAPTCHA is probably not justified in situations where form submissions simply go to a human being for action. 
An example might be feedback forms which are not published and which only serve to allow customers to provide feedback which is to be read and dealt with by staff members. Staff members must be trained to detect and delete erroneous submissions, and systems can be created that ring-fence such data which is potentially dangerous so it can do no harm. CAPTCHA should not be used in any situation where it is not clearly justified.

3.
Is CAPTCHA needed even if the user is known? In our experience, CAPTCHA is frequently used in situations when the identity of the user is already known because the user has logged in with their given user ID and confidential password. In our view, the action of logging into a website constitutes a transaction whereby the entity running the website accepts that the person using the computer is a known human being. There are few situations in our view where CAPTCHA can be justified to confirm that the end user is a human when the identity of the end user is already known.

If, after giving thought to these and any other relevant questions, the conclusion is that CAPTCHA is still justified, the user who cannot pass the CAPTCHA test must be provided with an alternative process. One suggestion is to provide a button such as “I can't do this CAPTCHA test”. Any submissions received through this option must of course be treated with some suspicion because they could be malicious.

But the entity running the website must commit to taking prompt and reasonable steps to validate submissions received through this option and process valid submissions in the same way as if the user had passed the CAPTCHA test. Validating such submissions may require intervention by a staff member, but this would not be unreasonable if it avoids discriminating against people on the grounds of their disability.
What We Need

In our view, it is unacceptable for any website that offers services to the public to road-block a human being with a CAPTCHA test they cannot pass. Even if CAPTCHA is justified, there must be a clearly obvious alternative process so the user is not road-blocked and thus prevented from carrying out their desired transaction.

An entity that serves the public is obliged to take reasonable steps to serve people with disabilities. We are confident that if appropriate consideration is given to the issue at the time of website development, the impact of CAPTCHA as an impenetrable barrier against blind and vision impaired people can be eliminated.

Resources

The following resources may provide additional information. These were last accessed April 2013:

· Definition of CAPTCHA: http://en.wikipedia.org/wiki/CAPTCHA
· United Nations Convention on the Rights of Persons with Disabilities: http://www.un.org/disabilities/convention/conventionfull.shtml
· Human Rights Act 1993: http://www.legislation.govt.nz/act/public/1993/0082/latest/DLM304212.html
· Web Content Accessibility Guidelines Version 2.0, World Wide Web Consortium: http://www.w3.org/TR/WCAG
· Making CAPTCHA more accessible to the Blind, World Wide Web Consortium: http://www.w3.org/TR/turingtest
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· The Great Barrier Brief

· Issue 1: Nationally Consistent Total Mobility Scheme / Are we being taken for a ride?
· Issue 2: Accessible Public Transport / Is this the right bus?
· Issue 4: Accessible Banking / Money talks, where does it stop?

· Issue 5: Accessible Communication Services / Are you walking the talk?
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